=. Microsoft Azure + ORACLE"

Deploy Oracle Retall
Merchandising Suite
Across Oracle Cloud
Infrastructure and Azure

SSO with Oracle Access Manager and Azure Active Directory

WHITE PAPER / JUNE 7, 2019



Disclaimer
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The following is intended to outline our general product direction. It is intended for information
purposes only, and may not be incorporated into any contract. It is not a commitment to deliver any
material, code, or functionality, and should not be relied upon in making purchasing decisions. The
development, release, and timing of any features or functionality described for Oracle’s products
remains at the sole discretion of Oracle.

Revision History

The following revisions have been made to this white paper since its initial publication:

Date

Revision

June 7, 2019

Initial publication

You can find the most recent versions of the Oracle Cloud Infrastructure white papers at
https://cloud.oracle.com/iaas/technical-resources.
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Overview

Oracle recognizes that many factors influence a retailer's move to the cloud. A single cloud
provider is not always an option for retailers. Oracle Retail has partnered with Microsoft to create a
reference architecture that splits Oracle Retail Merchandising Suite version 16.0.2 and later
components between Oracle Cloud Infrastructure and Microsoft Azure. Using both clouds gives
customers added flexibility as they move to the cloud.

This cross-cloud solution for Retail Merchandising Suite places the database tier on Oracle Cloud
Infrastructure and the middleware tier, F tier (firewall, proxies, and load balancer), and DS tier on
Microsoft Azure. Additionally, this architecture uses Azure Active Directory (Azure AD) as the
federated identity provider (IDP) to authenticate a user to the Retail Merchandising Suite, while
Oracle Access Manager is the service provider (SP).

The following Merchandising applications are configured in a highly available, active-active
clustered environment in the cross-cloud model:

e Oracle Retail Merchandising System (RMS)

e Oracle Retail Invoice Matching (RelM)

¢ Oracle Retail Allocation

¢ Oracle Retail Sales Audit (ReSA)

e Oracle Retail Price Management (RPM)
The following Retail Integration Suite applications are certified to run on a single-node in the cross-
cloud model:

o Retail Integration Bus (RIB)

o Retail Service Bus (RSB)

e Java Messaging Service (JMS)

e Integration Gateway Services (IGS)

e Retail Service-Oriented Architecture Enabler (RSE)

¢ RIB Hospital Administration (RIHA)

This document provides high-level instructions for installing the Retail Merchandising Suite in the
cross-cloud model and configuring SAML 2.0 federated single sign-on (SSO) with Azure AD,
through Oracle Access Manager. A general understanding of Oracle Retail Merchandising cross-
cloud architecture is necessary to understand this authorization integration.
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Retail Merchandising Suite Cross-Cloud Architecture

This section describes both the logical and physical architecture of the Retail Merchandising Suite
in the cross-cloud solution.

Logical Architecture

The Retail Merchandising Suite consists of the following functional components:

e Retail Merchandising System is used to run core merchandising activities, including
merchandise management, inventory replenishment, purchasing, vendor management,
and financial tracking.

e Retail Price Management is a pricing and promotions system that lets retailers define,
maintain, and review price changes, clearances, and promotions.

¢ Retail Allocation helps retailers determine the inventory requirements at the item, store,
and week level by using real-time inventory information.

¢ Retail Invoice Matching supports the verification of merchandise invoice costs, quantities,
and taxes before payment.

¢ Retail Integration Suite consists of applications to support message, service, and bulk
integration.

The Retail Merchandising Suite reference architecture consists of the following logical tiers:

e Web tier: Oracle ADF-based Uls that are accessible from a web browser
e Application tier:
o Retail Merchandising Suite applications

o Retail Integration Suite (including Retail Integration Bus, Retail Service Bus, and
Retail Bulk Data Integration)

o ldentity Management through Oracle’s Identity Management stack (Oracle Access
Manager, Oracle Identity Manager, and Oracle Internet Directory)

o Connections for transferring files with SFTP and other integrations

o Data tier: Merchandising and Integration Pluggable DBs on an Oracle RAC Database
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Figure 1 illustrates this logical architecture.
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Figure 1. High-Level Logical Architecture

Physical Architecture

At a high level, the cross-cloud model lets retailers deploy their data tier in Oracle Cloud
Infrastructure and their application tier in Microsoft Azure. The reference architecture clusters
database and compute nodes to produce a highly scalable, highly available architecture.
FastConnect between Oracle Cloud Infrastructure and Azure ensures reliable performance that
meets SLAs.

The supported reference architecture deploys the tiers as follows:

e Database tier on Oracle Cloud Infrastructure (OCI)
e Middleware tier (with a high-performance network file system) on Azure
e F tier (firewall, proxies, and load balancer) on Azure

e DS tier (SFTP) on Azure
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Figure 2 illustrates this physical architecture.
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Figure 2. High-Level Physical Architecture

Authentication and Authorization Architecture

The authentication and authorization architecture is based on an integration between Oracle
Access Manager and Retail Merchandising Suite. Oracle Access Manager requires the backend
LDAP store to be Oracle Unified Directory or Oracle Internet Directory. In this architecture, the
system of record for users is Azure AD. Oracle Directory Integration Platform, used as a bi-
directional synchronization service, synchronizes that account to Oracle Internet Directory.
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Figure 3 illustrates this authentication and authorization architecture.
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Figure 3. High-Level Authentication and Authorization Architecture

Oracle has verified and supports this cross-cloud deployment architecture for Retail Merchandising
Suite 16.0.2 and later, including federated SSO through the processes described in this document.

Merchandising Suite Installation Overview

This section provides high-level information about installing Retail Merchandising Suite to use the
cross-cloud model.

Prerequisites

To use the cross-cloud reference architecture, retailers must meet the following requirements:

e Software licenses for Retail Merchandising Suite version 16.0.2 or later

e Capacity and software requirements as described in the next section

8 Deploy Oracle Retail Merchandising Suite Across Oracle Cloud Infrastructure and Azure: SSO with Oracle Access Manager and Azure Active Directory



Components

B® Microsoft Azure

For a complete list of requirements and information about installing each individual application, see

the 16.0.2 application installation quides.

REQUIRED COMPONENTS

Server Type

Description

Database software

Oracle Database Enterprise Edition 12cR1
(12.1.0.2)

Database hardware (Oracle Cloud Infrastructure
location)

Note: Perform a full capacity-planning exercise to
determine if more database capacity or storage is
required for your retail enterprise workloads.

2-node RAC DB system or Exadata DB system
sized appropriately to the retailer’'s volumes
(minimum 8 VCPU and 60-GB RAM)

Middleware software

Oracle Fusion Middleware 12.2.1.3.0
Components:

FMW 12.2.1.3.0 Infrastructure (WLS and ADF
included)

Oracle Enterprise Manager Fusion Middleware
Control 12.2.1.3.0

Bl Publisher 12.2.1.3.0 for legacy reports

Oracle Identity Management 11g Release 1
(11.1.1.9)

Java: JDK 1.8+ 64 bit
Single sign-on (SS0O):

Oracle Web Tier (12.2.1.3.0)

Oracle Access Manager 11g Release 2
(11.1.2.3) Oracle Access Manager Agent
(WebGate) 11g Release 2 (11.1.2.3)

Minimum middleware hardware (Azure location)

Note: Perform a full capacity-planning exercise to
determine if more database capacity or storage is
required for your retail enterprise workloads.

Four 2-node Cluster Azure Compute and 300-GB
Storage for Retail Merchandising and Retail
Integration applications

Four 2-node Cluster Azure Compute and 300-GB
Storage for Bl and IDM components

One VS Azure Compute for SFTP server
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Database Installation

The Retail Merchandising and Retail Integration applications have been validated against a
12.1.0.2 RAC database on Oracle Cloud Infrastructure.

Installing the Merchandising Database

The Merchandising release contains an installer package that is used to install the database
objects for the Merchandising applications.

1. Extractthe rmsi6installer.zip file in a staging directory, and verify that the required
Merchandising tablespaces and schemas are created.

2. Ensure that the shared NFS is mounted across the cluster nodes to install the
Merchandising database in silent mode.

3. Create a wallet in the RETAIL_HOME path with all of the required aliases to be used in
the ant.install.properties file.

4. Export the Oracle environment variables (ORACLE_HOME, ORACLE_SID, PATH, and so
on).

5. Runthe install.sh script to start the installer in silent mode. For example:

./install.sh silent

Installing the Retail Integration Database

Create the required user schemas to install the Retail Integration Bus applications and grant
necessary permissions.

Applications Installation

The Retail Merchandising System is deployed on a WebLogic cluster in Azure. Requests from the
load balancer pass through the Oracle HTTP web server hosted on each clustered node and are
proxied to the active-active horizontal WebLogic cluster.

This section assumes that all middleware software has been installed as required in Azure.
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Installing the Merchandising Applications

1. Create a WebLogic domain for each Merchandising and Retail Integration application and
configure SSL certificates for secure communication. Configure the Oracle Internet
Directory provider in the WebLogic domain, and load required LDIF files for authenticating
application requests.

2. Configure Oracle Access Manager with the Oracle HTTP server for single sign-on
authentication.

3. Extract the installer zip file for each Merchandising and Retail Integration application into
the respective application staging directory on the shared NFS mounted across cluster
nodes.

4. Create a wallet in the RETAIL_HOME path for each application with all of the required
aliases to be used in the ant .install.properties file.

5. Set the environment variables (J2EE_ORACLE_HOME, J2EE_DOMAIN_HOME,
JAVA_HOME, and so on).

6. Runthe install.sh script to start the application installers in silent mode.

7. Verify that application SSO URLs are accessible through load balancer IP addresses over
secure communication.

Installing Retail Integration Applications
The Retail Integration applications are deployed to a WebLogic server in Azure.
1. Extract the Retail Integration applications in a staging directory on the file system.

2. Modify the properties files under the conf directory with the appropriate environment
information.

3. Compile and set up security wallets by using the shell scripts available in the bin
directory.

4. Deploy the Retail Integration applications (RIB, RSB, JMS, IGS, RSE, and RIHA) on each
WebLogic server.

5. Configure the Oracle Internet Directory provider in the WebLogic domain, and load the
required LDIF files for authenticating application requests.

6. Verify that the application SSO URLs are accessible through load balancer IP addresses
over secure communication.
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Integrating Oracle Access Manager and Azure AD for Retail
Merchandising

This section describes how to configure Oracle Access Manager and Azure AD to support
federated SSO for Retail Merchandising.

SSO with Oracle Access Manager and Azure AD

Retail Merchandising uses Oracle Access Manager for authorization (AuthZ). For more information
about Retail Merchandising integration with Oracle Access Manager, see the Retail
documentation.

Oracle Access Manager itself delegates authentication (AuthN) to a backend LDAP store. In this
architecture, that store is Oracle Internet Directory. However, the system of record for users is
Azure AD. Oracle Directory Integration Platform serves as a bridge between Oracle Internet
Directory and Azure AD by synchronizing user information from Azure AD to Oracle Internet
Directory. This synchronization allows Oracle Internet Directory to continue to act as the backing
store for Oracle Access Manager, which in turn allows the existing integration between Oracle
Access Manager and Retail Merchandising to function as in all other deployment models. In this
cross-cloud model, Azure AD performs authentication and Oracle Access Manager performs
authorization.

Provisioning Critical User Attributes

Following Azure AD best practices, the user principal name (UPN) is used as the federated user
mapping attribute value. The UPN provides a reliable unique value for signing on to the user
account and matching in Oracle Access Manager. It's the best choice for federation between
Azure AD and Oracle Access Manager. For more information, see the Azure documentation.

The following table lists the minimal attributes that we recommend to provision from Azure AD to
the Oracle Access Manager LDAP server. A password doesn’t need to be provisioned.

RECOMMENDED MINIMUM USER ATTRIBUTES TO SYNCHRONIZE

Azure Attribute LDAP Attribute Example Value
userPrincipalName mail test.user1@example.com
samAccountName uid test.user1@example.com
displayName cn Test User1

givenName givenName Test

sn sn User1
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Understanding the Federation Flow

In this scenario, users access Retail Merchandising applications with credentials stored in Azure
AD. This access is achieved through a federated authentication setup with the SAML 2.0 protocaol,
in which Azure AD is the identity provider (IDP). Because Oracle Access Manager is deployed in
front of Retail Merchandising Suite for SSO, it's also the component that provides the federation
capabilities. This section provides the required steps for implementing identity federation between
Azure AD and Oracle Access Manager.

The primary use case is a federation flow that is initiated on access to a Retail Merchandising
Suite endpoint. As shown in Figure 4, the Oracle Access Manager server (OAM Server) detects
access to Retail Merchandising, creates an authentication request (SAMLRequest), and redirects
the browser to Azure AD for authentication. Azure AD challenges the user for credentials, validates
them, creates a SAMLResponse as a response to the received authentication request, and sends
it back to Oracle Access Manager. In turn, Oracle Access Manager validates the assertion and
asserts the user identification information embedded in the assertion, granting access to the
protected resource.

s | [t | oo | =

! Aathenlicalion Ragesl !

H a0
| Bccessgaln H
: Lo ; *
M 200
L)
H o
H i
i &
i | SAML Request Genemiod
1 SAML Requast Genataled |
b i 1 i
| “BAMLRaguests i H "
| 1 | SAML Reques| Walidated
i Lo Foim i
| sl gagin Cregenlinlae : H H Y
H 1
: | Credeniialy am valdaled and SAML resiorms craated. A% use A0 cook s crleg

:‘ =SAML Resporso |
1 EAR LR P H H ! i
h t K |
i i B i
' [ SAMLUFasporss s valdaied and usaer b aubeniicaied D&M ook is craaied '
:‘ M2,
| accessgate .
h ¥ i

WabGate cookla craated. | |
e . = E
L t

Drowner I | Merchandsing | WabGobe: I DAM Server Angm AD

e, Wb qUanCRdla g rame com

Figure 4. Federation Flow
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Configuring Azure AD as the Identity Provider

1. Sign in to the Azure portal as a Domain Administrator.

2. In the far-left navigation pane, click Azure Active Directory.

<« C  # hups://portal.azure.com/#home

. -

+ Create a resource
# Home
= oashboard
“Z Al services
FAVORITES
Al resources
&) Resource groups
S App Services
Function Apps
B SOL databases

& Azute Cosmos DB

«

Azure services See sl (+100)

B =

*

@ 8 4

Virtual Storage App Services  SQ. databases Arzure D
machines accounts for Post
Make the most out of Azure

4

Learn Azure with free online
courses by Microsoft

Microsoft Learn (2

S

Monitor your apps and
infrastructure

Azure Monitor

B3 virtual machines
& Load balancers Recent resources Seeal YOUur necent resources See all your resourcy
T Storage accounts

Virtual networks

= Monitor

3. Inthe Azure Active Directory pane, click Enterprise applications.

L Search resources, services, and docs

« Home > Oracle-MSFT-Test - Overview
~+ Create a resource Oracle-MSFT-Test - Overview
Anure Actos Direciory
# Home
Search (Ctri+/} “ &P switchdirectory [ Delete directory
[EJ Dashboard
= i Overview
= Al services ° OracleMSFTDemo.onmicrosoft.com
ravonrtes i Geting yiie Oracle-MSFT-Test
A omoroas i Azure AD Premium P2
&) Resource groups = Users Sign-ins
S App Services a Groups -
100
Function Apps 20 Organizational relationships ©
& SQL databases & Roles and administrators ©
& Azure Cosmos DB “
w0
3 Virtual machines B Devices 0 /\
1P Load balancers B App registrations near 17 var 24 Mar 31 w7
&5 Storage accounts i i .
ag B App registrations [Preview) What's new in Azure AD
> Virtual networks E? Application proxy Stay up 10 date with the latest release notes and blog posts.
€ Azure Active Directory w Licenses 24 entries since December 15, 2018. View archive o
=) Monitor @ Azure AD Connect
v Al services 24) N foiene
R Advisor « Custom domain names {
0 550 m Enterprise Agps - 5SSO
Security Center 2 Mobility (MDM and MAM)
. ty e @ February 20, 2019
© Cost Management + Billing Password reset
~ 3rd Party Integration (3 Configurable Azure AD SAML token encryption (Public
s Help + support 1l Company branding User Authentication (2 preview)

B User settings 828/82C )
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4. Click New application.
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e v

Home

> Oracle-MSFT-Test >

Enterprise applications - All applications

Enterprise applications - All applications
Ovacie MSF \tve Orrectony

ost - Avre A

0 Overview
Manage

# Al applications
T Application proxy
£ User settings
Security

O Conditional Access
Activity

D sign-ins

B Auditiogs

Application Type Applications status

Enterprise Applications v Any

st S0 shown, to search al of your ns, enter & display

NAME HOMEPAGE URL

n CDC Web Client - uscom central-idcs

g -
n 1DCS-5S0
g~

n OAM11g (on-prem) EBS SSO Demo
[y

ume or the apphcat

Application visibility
v Any v

OBNACT 1D

e367c3al-

8925bd16-

4b043073

TcbB68cS-

8cT885¢7-

5. Inthe Add from the gallery section, type Retail-IDM in the search box, and then click

Add.

6. To configure Oracle Access Manager as a service provider for the new application, click

Single sign-on.

«

-‘i— Create a resource

A Home

[E1 Dashboard

‘= All services
FAVORITES
All resources

&) Rescurce groups

2 App services
Function Apps

& SQL databases

& Azure Cosmos DB

3 virtual machines

& Load balancers

== Storage accounts
Virtual networks

(} Azure Active Directory

< Monitor

@ Advisor

© security Center

© Cost Management « Billing

’: Help + support

Home > Oracle-MSFT-Test > Enterprise apg

Retail-IDM - Overview

B Overview

o' Getting started
B2 Deployment Plan
Manage

Il Properties

s Owners

& Users and groups

> Provisioning

' Application proxy

C  Self-service

Security

0 Conditional Access

%, Permissions

O Token encryption (Preview)
Activity

D sign-ins

W Auditlogs
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7. Select SAML as the single-sign-on method.

I

Home > Oracle-MSFT-Test

Retail-IDM - Single sign-on

B overview

I Getting started
BR Deployment Plan
Manage

I Properties

& Owners

£ Users and groups
D single sign-on
D Provisioning

P Application proxy
C seif-service
Security

O Conditional Access

ORACLE-MSFT-TEST

Enterprise applications - All applications > Categories > Add an application

Select a single sign-on method

Retail-IDM - Single sign-on

Help me decide

Password-based
Password storage and replay using a
web browser extension or mobile app.

o)

® Disabled G SAML
User must manually enter their Rich and secure authentication to
usemame and password. applications using the SAML (Security
Assertion Markup Language) protocol
Linked

Link to an application in the Azure
Active Directory Access Panel and/or
Office 365 application launcher.

The Set up Single Sign-On with SAML page is displayed, where you will enter the
integration details in the following steps.

_P e

Home > Oracle-MSFT-Test

Enterprise applications - All applications

Retail-IDM - SAML-based sign-on

B Overview
«" Getting started
B Deployment Plan
Manage
Properties
4 Owners
& Users and groups
D Single sign-on
D Provisioning
' Application proxy
C seif-service
Security
O Conditional Access
Permissions
O Token encryption (Preview)
Activity
D sign-ins
W Audn logs

Troubleshooting + Supcort

«

T Upload metadata file

©) Change single sign-on mode

Categories > Add an application > Retail-IDM - Single sign-on > SAML-based sign-on

“ Switch to the old experience

o Weicome to the new experience for configuring SAML based SSO. Please click here to provide feedback =

Set up Single Sign-On with SAML - Preview

Read the Eonfiguration guide @ for help integrating Retail-iDM

Basic SAML Configuration

Identifier (Entity ID)

Reply URL {Assertion Consumer Service URL)
Sign on URL

Relay State

Legout Unl

User Attributes & Claims

Givenname

Surname
Emalladaress

Name

Unique User Identifier

SAML Signing Certificate

Status
Thumbprint
Expiration
Notification Email

s
I'4
user.givenname
usersurmame
usermail
user.userprincipalname
user.userprincipainame
4

Active
EF0D753352001806£20D8CBFBE90EAGFEIZET 146
4/11/2022, 11:44:09 AM

Some of the values that you need to enter come from Oracle Access Manager's SAML
metadata. To get the metadata, go to

http(s) ://<oam_hostname>:<port>/oamfed/sp/metadata. The output is XML data

some of which you need in the next steps. One option is to upload this metadata into
Azure AD, by clicking Upload metadata file.
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Home > Oracle-MSFT-Test > Enterprise applications - All applications > Retail-IDM - Single sign-on > SAML-based sign-on

Retail-IDM - SAML-based sign-on

b T upload metadata file " Change single sign-on mode  “x Switch 1o the old experience

B overview
’ Upload metadata file.
% Getting started

@ Deployment Plan Values for the fields below are provided by Retail-IDM. You may either enter those values manually, or upload a pre-configure

IDM.
Manage
Properties “hitp__malek-retail-m-idm1_8002_oam_fed xml*
&
4 Owners
& Users and groups “ Sl
B Sagla skoreon 1N on UL wpvonm

D singlesig Relay State
D Provisioning Legout Url
E Application proxy
C Self-service 2] User Attributes & Claims rd
Security Givenname user.givenname

Surmname user.surname
0 Conditional Access Emailaddress user.mail

Name user userprincipalname

Permissions Unique User Identifier user userprincipalname

0 Token encryption (Preview)
Activity o SAML Signing Certificate rd
D Ssign-ins Status Active

Thumbprint EFOD753352001806E20D8CBF B890EAGFEIET 146
H Audit loas Eumlraslan 209 AAY S5 a8AA AL

8. In the Basic SAML Configuration area, the Identifier (Entity ID) and Reply URL
(Assertion Consumer Service URL) fields require values. If you uploaded the SAML
metadata XML, the values are entered automatically. If not, enter them manually.

¢ Identifier (Entity ID) corresponds to the entityID attribute of the EntityDescriptor
element in the SAML metadata. At runtime, Azure AD adds the value to the rudience
element of the SAML assertion, indicating the audience that is the expected
destination of the assertion. Find the following value in the Oracle Access Manager
metadata and enter that value:

<md:EntityDescriptor ... entityID="http://...... />

e Reply URL (Assertion Consumer Service URL) corresponds to the L.ocation
attribute of the AssertionConsumersService element in the SAML metadata. Be sure
to pick the Location attribute that is relative to the HTTP_POST binding. The Reply
URL is the SAML service endpoint in the federation partner that is expected to
process the assertion.
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Basic SAML Configuration
H save

dentifier (Entity |D) (Required) g

I Pt/ fviabek retad-m-idm 1 B002oamyTed I
Reply URL {Assertion Consumer Service URL) (Required) o
I httoe//52 188222 S/oam/server/led /10 I

Note: The Sign on URL, Relay State, and Logout Url properties aren’t relevant to this scenario, so
you can skip them.

9. Inthe User Attributes and Claims area, configure the user attributes that will be inserted
in the SAML assertion and sent to Oracle Access Manager. For this scenario, it suffices to
send some form of unique user identification.

Leave the values as the default for the Name identifier value:
user.userprincipalname [nameid-format:emailAddress] because
userprincipalname js a unique attribute within Azure AD. The implication of such
configuration is the need to import the userprincipalname value into the user entry in
Oracle Access Manager's identity store (the LDAP server store).

2] User Attributes & Claims L
Ghvenname USET givenname
Surname LSBT SUrnanme
Emalladdress user.mail
Mame user.userprncipalname
Unigue User Identifier user.userprncipalname

Note: The properties Groups returned in claim and all the claims under CLAIM NAME aren’t
relevant to this scenario, so you can skip them.
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10. In the SAML Signing Certificate area, click the Download link next to Federation
Metadata XML, and save the file on your computer. You will use it later when configuring
Oracle Access Manager as the service provider.

®  samLsigning Certificate s
Status Active
Thumbprint EFOD753352001806E20DBCBFBBI0EAGFEIIET 146
Expiration 4/11/2022, 11:44:09 AM
Notification Email manasi valshampayan@oracle com
App Federation Metadata Url https/Vloginmicroseftonline.com/de39517e-Tef9-4...
Certificate (Basesd) Download

if Raw) Download
Federation Metadata XML Epenboad I

Assign Users to Oracle Access Manager for Retail Merchandising

Only the users that you assign can log in to Azure AD after it receives an authentication request
from Oracle Access Manager for Retail Merchandising.

1. In the Azure AD application that you created in the previous section, click Users and
groups, and then click Add user.

—
— ‘;: S”!c" tacsiaiam mjm‘ m‘!dm

Home > Oracle-MSFT-Test Enterprise applications - All applications > Retail-IDM - Users and gn

." Retail-IDM - Users and groups

o + Add user g y -
B Overview

o The application will appear on the access panel for as:
" Getting started

(I Deployment Plan

DISPLAY NAME
Manage
No spplication assignments found
Properties
.
2 Owners
#£ Users and groups I

D Single sign-on

2. Select the Users and groups: None Selected option, and the perform the following
steps:

A

In the Select member or invite an external user search box, enter the name of a
user, and then press Enter.

Select the user and then click Select to add the user.
Click Assign.

To add more users or groups, repeat these steps.
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o o

«  Home > Oracle-MSFT-Test > P ] Retail-IDM - Users and groups * Add Assignment > Users and groups
Add Assignment X Users and groups a >
Oracie NSFT-Test

Select member or invite an external user @

[earch by name or émav address v

@ == :
FTDemo. 1 ft.com

@ POracleMSFTDemo. onmicrooft.com

B EBS-Users

Selected members:

Users and groups
None Selected

No members selected

=

3. If no appropriate security group exists, create one. In the far-left navigation pane, click
Azure Active Directory and then click Groups.

« Home > Oracle-MSFT-Test - Overview

~+ Create a resource Oracle-MSFT-Test - Overview
Abare Active Girectory
A Home i i =
(2 Dashbosrd i i
*= All services O Overview
FAVORITES ©" Getting stanted
it All resources

¥ Resource groups

',-_\‘ App Services
Function Apps 25 Organizational relationships
SQU databases s Roles and administrators
& Azure Cosmos DB B Enterprise applications
X virtual machines B Devices
%P Load balancers B App registrations
W Storage accounts B App registrations (Preview)
Virtual networks ' Application proxy

Agure Active Directory w Licenses

= Menitor Azure AD Connect

@
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4. Click New Group, specify Security as the type, and then add users to the group by
selecting or inviting them. Click Create.

« Home > Oracle-MSFT-Test > Groups - All groups > Grou

- Create a resource Group 0O X
A Home
(& pashboard * Group type
= Security v
= All services

FAVORITES * Group name @

Retal-Users
All resources

= Group description @
&) Resource groups

= Services
App * Membership type @

Function Apps Assigned v

B sQL databases
Members @

& Azure Cosmos DB &

KX virtual machines

¥ Load balancers
= Storage accounts
Virtual networks
@ Azure Active Directory
=) Monitor

i =u

D Security Center

5. Assign the group to the Azure-AD enterprise application.
I I

Home > Oracle-MSFT-Test > Enterprise applications - All applications > Retail-IDM - Users and groups > Add Assignment > Users and groups

Add Assignment X Users and groups O X

Seloct member of invite 3n extemal user @
> [ Retwil v

g

Users and groups
None Selected

Selected members:

No members selected

6. To prevent users from viewing this enterprise application that is meant only for SSO
configuration, click Properties, change value of Visible to users? to No, and click Save.
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Configuring Oracle Access Manager for Federation with Azure AD

In this section, you create an identity provider partner to reference Azure AD.

Create a New ldentity Provider for Azure AD
1. Sign in to the Oracle Access Manager console as an Administrator.
2. Ensure that Identity Federation is enabled. If it isn’t, click Enable Service.

ORACLE Access Management

[&] Aplication Security Armmm Duoms-eum gmm

Launch Pad  Available Sorvices x =

Configuration >
Available Services L
The following s the list of services installed in your current deployment. Disabling a service will only tumn off that service and will not uninstall it from the system.

«[® Application Security

Access Manager Q Disable Service
Enabled
@ Adaptive Authentication Service e Enable Service
Disabled
A A Federation
e Identity Federation O Disable Service
Enabled
Security Token Service Enable Service
Disabled

3. Click the Federation tab at the top of the console.

4. In the Federation area of the Launch Pad tab, click Service Provider Management.
Oracle Access Manager is acting as a service provider in this case. For more information
about Oracle Access Manager’s role as a service provider in federated identity scenarios,
see the OAM Federation: Identity Provider & Service Provider Management blog post.

22 Deploy Oracle Retail Merchandising Suite Across Oracle Cloud Infrastructure and Azure: SSO with Oracle Access Manager and Azure Active Directory


http://www.ateam-oracle.com/oam-federation-identity-provider-service-provider-management/

23

=. Microsoft Azure + ORACLE"

comacmin v ===

ORACLE" Access Management = T D e Q?

Launch Pad  Service Provider AGminst... x  Creats icentity Provider .. x @
Federation + v Social Identity Access Portal Service
identty Federation win idertity avd Service partners This component is disabiled. This component is Cisabled.
Ideritty Provider Management Enable Mobie and Social Eiduie Access Ponal Sevice
I Sarvice Provcer Management I

Security Token Service OAuth Services
This component is disabled. Manage OAuth service configuration

5. On the Service Provider Administration tab, click Create Identity Provider Partner.

6. Inthe General area, enter a name for the Identity Provider partner and select both the
Enable Partner and Default Identity Provider Partner check boxes. Go to the next step
before saving.

oamadmin v ==

ORACLE Access Management & D Mable Securty | ¢§ Gont

Launch Pad  Service Proviger AOminist.. x  Create ldentity Provider ... x a
Federation >
Create Identity Provider Partner |dentity Provider Partner Save
4 General
*Name AzursAD B Enable Partner

Default identity Provider Partner

Description

4 Service Information

7. Inthe Service Information area:
A. Select SAML2.0 as the protocol.

B. Select the Load from provider metadata option.
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C. Click Browse (for Windows) or Choose File (for Mac) and select the Azure AD SAML
metadata file that you saved previously. Note that Oracle Access Manager will
populate the provider ID and certificate information.

4 Service Information
Protocol | SAML20 3
Sorvico Detalls @ |oad from provider metadata Enter Manually

Metadata has beon loaded from file.  Load Metadata

Provider ID  hnps/sts.windows.net/4e39517e-7efd-45a7-9751-6ef62043420/
Signing Certificate Subject CN=Microsoft Azure Fecerated SSO Certificate

Validity April 11, 2019 to Apeil 11, 2022

D. Go to the next step before saving.

8. In the Mapping Options area:

A. Select the User Identity Store option that will be used as the Oracle Access Manager
LDAP identity store that is checked for Retail Merchandising users. Typically, this is
already configured as the Oracle Access Manager identity store.

B. Leave the User Search Base DN field blank. The search base is automatically picked
from the identity store configuration.

C. Select the Map assertion Name ID to User ID Store attribute option and enter mail
in the text box.

4 Mapping Options

User Mapping

I User Identity Store  OIMIDSt0re H I

User Search Base DN

Map assertion Name ID to User ID Store attribute

.
Map assertion Name | .
ID to User ID Store 1
attribute

Map asserton attribute 1o User 1D Store attributo

Important: This configuration defines the user mapping between Azure AD and Oracle Access
Manager. Oracle Access Manager will take the value of the NameID element in the incoming SAML
assertion and try to look up that value against the ma i1 attribute across all user entries in the
configured identity store. Therefore, it's imperative that the Azure AD user principal name (in the
Azure AD configuration shown previously) is synchronized with the ma i1 attribute in Oracle Access
Manager's identity store.
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9. Click Save to save the identity provider partner.

oamadmin v ==

ORACLE Access Management (5] Applstion Securtty m [] Mobte securty 4 Contiguration

i}

Launch Pad  Seevice Provider AOminist.. x = Create idontity Provider ... x

Federation >

Create Identity Provider Partner |dentity Provider Partner

4 General

* Name AzureAD @ Enabie Partner

Default identity Provider Partner
Description

10. After the partner is saved, come back to the Advanced area at the bottom of the tab.
Ensure that the options are configured as follows:

o Enable global logout is selected.

e HTTP POST SSO Response Binding is selected.
This is an instruction that Oracle Access Manager sends in the authentication request
telling Azure AD how it should transmit the SAML assertion back.

o Enable HTTP Basic Authentication (SSO artifact binding) is not selected.

This setting asks Azure AD to send the assertion via an HTTP POST request. When
receiving a request like this, identity providers typically create an HTML form with the
assertion as a hidden form element that is automatically posted to the service
provider's Assertion Consumer Service (ACS).

4 Advanced

& Enabls global logout

@ HTTP POST SSO Response Binding

Enable HTTP Basic Authentication {SSO artact binding)

Username

Password

Authentication Request NamelD Format  None
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11. In the General area, click the Create Authentication Scheme and Module button.

ORACLE" Access Management

Launch Pad Senvice Provider Administ ¥ ArureAD x

Federation >

AzureAD |dentity Provider Partner

@ Confirmation

Creates Authentication Module AzureADFederationPiugin

I Created Authentication Scheme h.!u'eAD‘eoe&'.mbc‘m'e.

4 General

Name AzureAD

Description

4 Service Information

camaamin v P

] - — [P

Duplicate  Save

£ Enable Partner

6 Detaunt identity Provider Partner

I Create Authentication Scheme and Module I

An authentication scheme and module to be used in Azure AD are created with the
partner name. The only configuration left is attaching the authentication scheme to the
Retail Merchandising resources that require Azure AD credentials for authentication,

which you will do in the next section.

12. You can check the authentication module that was created by following these steps:

A. Click the Application Security tab at the top of the console.

B. Under Plug-ins, select Authentication Modules, click Search, and find your

federation module.

C. Select the module, and then click the Steps tab.

D. Note that the value in the FedSSOIdP property is the identity provider partner.

Deploy Oracle Retail Merchandising Suite Across Oracle Cloud Infrastructure and Azure: SSO with Oracle Access Manager and Azure Active Directory



=. Microsoft Azure + ORACLE"

weblogic w

* Access Management
ORACLE 9 &Federation D Mobile Security d’ Configuration
@

Launch Pad  Authentication Modules » | Azure AD Domain ServicesF.. x

Access Manager =

I Authentication Module authentication Module I Duplicate ~ Apply

Custom Authentication Module relies on bundled plug-ins (or those that are developed using the Access Manager Authentication Extensibility Java APIl). This medule uses mere than one
plug-in that you can erchestrate to ensure that each one performs a specific authentication function.

General | Steps | Steps Orchestration

WView w + X Detach
Step Name Description Plug-in Name
FedAuthnRequestPlugin Federation Authn Regues... FedAuthnReguestPlugin
AssertionProcessing Asszertion Processing FedUserAuthenticationPlugin
Step Details Save Cancel

Step Name  FedAuthnRequestPlugin
Description Federation Authn Reguest to P

Plug-in Name FedAuthnReguestPlugin

FedS50ldP  Azure AD Domain Services

Associate the Retail Merchandising Resources with the Authentication Scheme

Perform these steps while logged in to the Oracle Access Manager console as an Administrator.

1. At the top of the console, click Application Security.

ocamadmin v
Access Management
ORACLE re s o
Launch Pad  Servico Provider Aominst.. x  AzureAD x '3
Feceration >
AzureAD |dentity Provider Partner Dvplome] 2o
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2. Under Access Manager, click Application Domain, click Search, and select the
application domain that was created during Retail Merchandising installation that would
have registered the Retail Merchandising WebGate.

camadmin w ===
ORACLE Access Management =
o e & Feoemon [ Moviesecrny | cConfiguration
Launch Pad  Application Domain x fic]
Access Manager >
Search Application Domains = Create Application Domain
Usa the scarch 100l 1o find an existing Application Domain or click the Croate Application Domain button 10 create a new one.
4 Search
Name
Search  Reset
Search Results
Actons v View v < Create Edit Doloto | Detach

Row Name Description

1 APP Appicaton Domain created through Remone Registration

28 Appication Domain created through Remote Registration

3 DuUMMY x Appicaton Domain created through Remote Registration

4 Fusion Apps Integration Poicy objects anabling integration with Oracie Fusion Applcations

5 |AM Sute Polcy obacts anabling OAM Agent 10 protact deployed IAM Suite applications

6 RTG Appication Domain created through Remote Registration

I 7 meérch_nodel I AppIcaton DOmain created 1nrough Remote Reg siraron

3. Click the Authentication Policies tab.

ORACLE Access Management m

Launch Pad  Application Domain x = merch_nodel x

Access Manager >

merch_node1 Application Domain
Appication Domain provides a logical containgr for resources or 5ets of resources, and the associated pol

Summary ﬂasom:ls Authentcation Policies +n:ms:»on Policies  Token lssuance Policies

Y

" Name merch_node!
Applcation Domain created through Ramote

Regstraton
Description
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4. Click Protected Resources Policy.

ORACLE" Access Management

Launch Pad Appglication Domain x = merch_nodel x

Access Manager >

merch_nodel Application Domain
Appication Doman provides a logical container for rResources or sets of msources, and t

Summary Resources  Authentication Policles Authonzation Polces  Toxen |

Select an swsting Authentication Policy from the list or click the Create Authentication |

Actiors v View v = Create

Row Name
Pubiic Resource Pollcy

o |

5. Change the Authentication Scheme value by changing the previously created
authentication scheme to the new federation authentication scheme. This is how Oracle
Access Manager ties a protected resource to an identity provider.

ORACLE  Access Management Ares

Launch Pad Application Domain » merch_nodel x  merch_nodet : Protected R... x

Access Manager >

Protected Resource Policy Authentication Policy

Authentication Policy defines the type of verification that must ba performed 10 provide a suffic.ent lovel of trust for ACCess Manage
sngle poicy can bé defined 1o Drotect 0ne OF MOfe resources in the Application Domain.

* Name Protected Resource Policy Success URL

Policy $et during domain creation. Add res
Description polcy to protact them. Seloct the challonge mochanism required 1o
authanticale the user.

Authentication

AzuraADFederatonSchema H
Scheme

Resources FResponses  Advanced Rules

6. Click Apply to save the change.

Testing Federated Login and Logout

This section provides simple steps to verify that federated authentication works when initiated from
the service provider. The steps in this section assume that a user has been created in Azure AD
and has been provisioned to the Oracle Internet Directory server. To perform various business
processing within Retail Merchandising, the user must be further be associated with the
appropriate functional roles in Oracle Access Manager.
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1. In a browser, enter the Retail Merchandising URL.

2. When Azure AD prompts you for a username or to pick an account, enter the username.

gin microsoftonline.com/4e39517e-7e19-45a7-9761-661612

B® Microsoft
Sign in

Email, phone, or Skype

F azdemcuseriBoraclemsitdemo.onmicrosoft.com
P jae@oraciamsfiaemo.onmicrosoft.com
F lols®oraclemsftdemo.onmicrosoft.com

3. When prompted for the password, enter it and then click Sign in.

4. If you are prompted to Stay signed in? click Yes.

If the login is successful, you are redirected to the Retail Merchandising home page using
your user credentials stored in Azure AD.

€ DR n11ps)/52.188.219.978/Rmsfaces/Rr

= ORACLE Merchandising

<]
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5. Tolog out, select Logout from the User menu in the top-right corner.

You are redirected to the Oracle Access Manager host, your session is cleared, and a
signed-out message appears.

BB Microsoft

You signed out of your
account

It's a good idea to close all browser windows.

Conclusion

This document describes the cross-cloud architecture for Oracle Retail Merchandising Suite and
how to implement federated SSO using Azure AD and Oracle Access Manager. In this cross-
cloud model, Azure AD performs authentication (AuthN) and Oracle Access Manager performs
authorization (AuthZ), giving retailers the benefit of the rich functional authorization integration
between Retail Merchandising and Oracle Access Manager. Federated SSO in the cross-cloud
model is straightforward as long as critical user attributes are synchronized between the systems.

Oracle Retail Merchandising is fully supported in the cross-cloud model with federated SSO via
Azure AD and Oracle Access Manager.

31 Deploy Oracle Retail Merchandising Suite Across Oracle Cloud Infrastructure and Azure: SSO with Oracle Access Manager and Azure Active Directory



ORACLE

=. Microsoft Azure + ORACLE"

Oracle Corporation, World Headquarters Worldwide Inquiries
500 Oracle Parkway Phone: +1.650.506.7000
Redwood Shores, CA 94065, USA Fax: +1.650.506.7200

CONNECT WITH US

E blogs.oracle.com/oracle

n facebook.com/oracle
u twitter.com/oracle
E oracle.com

Integrated Cloud Applications & Platform Services

Copyright © 2019, Microsoft, Oracle and/or their affiliates. All rights reserved. This document is provided for information purposes only,
and the contents hereof are subject to change without notice. This document is not warranted to be error-free, nor subject to any other
warranties or conditions, whether expressed orally or implied in law, including implied warranties and conditions of merchantability or
fitness for a particular purpose. We specifically disclaim any liability with respect to this document, and no contractual obligations are
formed either directly or indirectly by this document. This document may not be reproduced or transmitted in any form or by any means,
electronic or mechanical, for any purpose, without our prior written permission.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Microsoft and Azure are registered trademarks of Microsoft
and/or its affiliates. Other names may be trademarks of their respective owners.

Intel and Intel Xeon are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks are used under license and
are trademarks or registered trademarks of SPARC International, Inc. AMD, Opteron, the AMD logo, and the AMD Opteron logo are
trademarks or registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The Open Group. 0619

Deploy Oracle Retail Merchandising Suite Across Oracle Cloud Infrastructure and Azure: SSO with Oracle Access Manager and Azure
Active Directory

June 2019

Author: Siobhan Mcmahon (Oracle)

& ‘ Oracle is committed to developing practices and products that help protect the environment



